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Introduction

This Annual Policing Plan is produced by the Civil Nuclear Police Authority, which is accountable to
the Secretary of State for Trade and Industry as determined by the Energy Act 2004. The Civil
Nuclear Police Authority is an independent Statutory Police Authority and is the employer of the
Civil Nuclear Constabulary.

This plan confirms that we will continue to maintain a clear focus on our core business of protecting
nuclear material and facilities on designated civil nuclear sites, and civil nuclear material in transit.
This includes development and enhancement of the protection provided to nuclear electricity
generating stations, and its implications for the resources and facilities needed to support the
enlarged workforce.

The national security situation has changed and we have adopted strengthened arrangements to
respond to the heightened terrorist threat. It is important that these arrangements are reviewed
and assessed against the potential threats to confirm their appropriateness and suitability for on-
going operations. This will be a high priority during the year to ensure that our plans represent an
efficient and effective response to the changed security environment

In planning activities for the year ahead, we are mindful that everything we seek to achieve can
only be done through the dedication and enthusiasm of the individuals involved. This Plan seeks
to further develop our people management strategy, including continuing the programmes for
leadership development and competencies.

We are acutely aware of the continuing need to improve the effectiveness and efficiency of the
processes that we use. Accordingly, this plan proposes to conduct a number of reviews, including
several independent reviews by regulatory bodies now that stand alone systems have been
introduced since our formation in April 2005.

This plan takes cognisance of the National Policing Plan 2006 — 2009, which is published within
the National Community Safety Plan 2006 - 2009, and includes those aspects of that plan which
are judged applicable to our specialist activities.

Melvyn Smith J.P. Bill Pryke
Chairman Chief Constable
Civil Nuclear Police Civil Nuclear Constabulary

Authority
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Civil Nuclear Police Authority

The Police Authority’s role is to ensure that the Constabulary is an efficient and effective police
force, and is responsive to the needs and priorities of the stakeholders whom it serves. The Police
Authority discharges this role by setting the strategic direction for the Constabulary in the Policing
Strategy and by setting specific objectives and performance targets through this annual policing
plan.

This plan is developed progressively through the preceding year taking into account stakeholders’
views, including national and local policing priorities. The Police Authority has established a series
of committees, with defined terms of reference, to oversee the delivery of each annual policing plan
by reviewing reports on performance and challenging the progress achieved throughout the year.

Civil Nuclear Constabulary

The Constabulary aims to deliver an effective and efficient Police Service in compliance with
National Security Requirements for the protection of nuclear material in transit and for nuclear
materials on designated UK nuclear licensed sites operated by British Nuclear Group (BNG)
(formerly BNFL and BNFL Magnox), United Kingdom Atomic Energy Authority (UKAEA), British
Energy (BE) and Urenco Capenhurst Ltd (UCL). In so doing the Constabulary will provide a
secure and safe environment in which the nuclear industry can carry out its business.

To undertake its role the Constabulary is authorised to deploy armed police officers to protect
nuclear material, and operates within the national regulations and guidelines for the control and
handling of firearms.

Independent scrutiny

The Constabulary is subject to statutory regulation and scrutiny by Her Majesty’s Inspector of
Constabulary (HMIC), the Office for Civil Nuclear Security, the National Audit Office, the Health &
Safety Executive, and other regulators pertinent to the nuclear sites and activities. The Police
Authority is subject to inspection on its arrangements for reviewing Best Value by HMIC and may
be covered by the other bodies regulating Constabulary activities. The reports of these bodies on
Police Authority / Constabulary performance are published on the websites of the regulatory body
and of the Civil Nuclear Police Authority.
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Key Strategic Priorities

The 2005 - 2008 Policing Strategy set out three Key Strategic Priorities (KSP) for the Civil Nuclear
Constabulary, and we are continuing these into the 2006 - 2009 Policing Strategy.

We will continue to focus on addressing these Key Strategic Priorities and the means of doing this
is defined in this Annual Policing Plan. The Strategic Priorities are:

Key Strategic Priority 1

Protect nuclear material and facilities on designated nuclear licensed sites and in transit throughout
the UK and international arena, meeting the requirements of the Nuclear Security Regulator
(OCNS).

Key Strategic Priority 2

To ensure that the Constabulary is managed in a way which gets the best from all its resources,
especially staff, and demonstrates value for money, whilst maintaining the confidence of the public.

Key Strategic Priority 3

Maintaining and improving understanding between the Constabulary, its nuclear customers, the
public, other stakeholders and the Government, including politicians, throughout the UK.

Delivering on the key strategic priorities

In the succeeding sections of this plan each Strategic Priority is taken in turn and the arrangements
adopted, the performance targets to be attained, and the key objectives for improving the service
to stakeholders during 2006 - 2007 are defined.

These objectives and targets are then taken up in Operational Unit and Department Plans, and
where appropriate personal objectives, to ensure that there is a clear consistency of purpose to
meet requirements and deliver improvements throughout the Constabulary.
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KSP 1 Protecting nuclear material and facilities

Countering terrorism

Countering terrorism is a fundamental aspect of the our activities, and is done by a combination of
maintaining personnel and equipment capability; gathering, analysing and communicating
intelligence; and deploying resources to planned duties which are varied to limit the predictability of

our response to an incident.

During the year we will adopt the following approaches to managing and improving our ability to

counter terrorism.

Approach Continuing Measurement / Target
or new

Deploy armed officers to planned Continuing | 100% of those planned.

duties.

Deploy police dog patrols to planned Continuing | 100% of those planned.

duties.

Attend alarm indications. Continuing | 100% attendance within specified time.

Conduct offsite duties to programme. Continuing | 100% of programme completed within
specified times.

Confirm fence integrity. Continuing | 100% of specified checks to programme
each day.

Test security equipment functionality. Continuing | 100% of programme completed within
specified times.

Search vehicles and personnel. Continuing | 100% of planned programme achieved
each day.

Exercise regularly to maintain skills to Continuing | Completion of exercise programme to

deal with a variety of terrorist incidents schedule.

based on relevant risk analysis.
Conduct annual review of 2005 - 2006
programme by July 2006 to identify
lessons learned.

Conduct review of adequacy of counter New Complete review against current design

terrorist measures, including measures basis threat by September 2006.

to counter the possibility of sabotage.
Review / identify risks and confirm
adequacy of contingency plans to address
those risks at each site by December
2006.

Maintain appropriate firearms capability | Continuing | Increase percentage of Authorised

including less lethal options.

Firearms Officers to specified target.
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Review deployment of less lethal options
by June 2006 to make any
recommendations for inclusion in the 2007
- 2008 budget submission.

Analyse national and local intelligence Continuing | Daily / weekly reports on intelligence
daily and circulate to relevant parties. produced and circulated to all locations.
New Establish effectiveness of intelligence data
transmission in exercises.

Continuing | Maintain contact with developments in the
national Intelligence and information
infrastructure through the IMPACT
programme.

Consider strategic security issues at Continuing | Receive OCNS briefing at each meeting.
each Police Authority meeting.
Enhance the security of nuclear New Complete the deployment of Support Units

electricity generating stations.

to specified programme.

Preventing disorder

We respect an individual’s rights under the law, including the right of peaceful protest. However in
order to maintain the public’'s safety, access to nuclear sites is controlled to those having legitimate
business on those sites, and appropriate arrangements are established to prevent a potential
public order issue being used as a cover for a terrorist attack.

During the year we will adopt the following approaches to managing and improving our ability to

prevent disorder.

Approach Continuing Measurement / Target
or new
Analyse national and local intelligence Continuing | Daily / weekly reports on intelligence
daily and circulate to relevant parties. produced and circulated to all locations.
Conduct regular co-ordinating meetings | Continuing | Issue monthly reports to site operators for
with site operators and appropriate co-ordinating meetings.
other security organisations.
Invite OCNS to each Police Authority
meeting.
Analyse indicators, as part of the Continuing | Include analysis in assessments.
Constabulary Strategic Intelligence
Assessment, allowing the early
identification of potential public order
problems.
Maintain capability for managing Continuing | 95% of officers at sites to be currently

incidents.

qualified for officer safety training.

Review policies and procedures by May
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2006.

Meeting and managing demand

To discharge our statutory duties we need to have sufficient resources available to meet the
specified requirements in site security plans, any additional demands from the nuclear site
operators, and to have an effective system for predicting demands and managing the attendance
of individuals to ensure that requirements are met. We intend to predict and manage demands for
our services through the following approaches.

Approach Continuing Measurement / Target
or new
Review compliance of policing service Continuing | Conduct review of performance with
against Site Security Plan and local appropriate site operator management at
policing agreement jointly with site least quarterly throughout 2006 - 2007.
operators.
Establish system for recording percentage
of Police Officer time spent on front-line
duties.
Utilise the Standing Committee on Continuing | SCOPE for 2007- 2008 duties completed
Police Establishment (SCOPE) to agree by October 2006.
police numbers.
Produce proposal to enhance capacity New Submit project proposal to Police Authority
at the Constabulary Training Centre to by May 2006.
allow increased overall training due to
increases in the numbers of officers
employed.
Review and assess operational training Continuing | Annual Costed Training Plan for 2007-
needs for: 2008 to be compiled and reviewed by
September 2006.
Firearms, dog handling, patrol and fixed
point duties and escorts, control rooms,
investigation, supervision / command.
Fully implement the new national New System developed during 2005 - 2006 to

system of incident recording.

be implemented and data to be reviewed
at each Constabulary performance
meeting with a summary to be included in
the Chief Constable’s 2006 - 2007 annual
report.
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KSP2 Getting best use of our resources

People Management

Our People Management Strategy sets out the direction in which our overall framework for
managing the development and contribution of our employees will be developed through our
human resources and training functions. Individual strands within the People Management
Strategy will be developed as projects and managed to achieve the desired outcomes within the

timescales set.

Approach Continuing Measurement / Target
or new

Implement the 2006-2007 activities of Continuing / | Completion of activities to programme.

the people management strateqy. New

Assess resource requirements and plan | Continuing | Engagement of suitably qualified

for recruitment to meet required level. employees to the required timescale
achieved 80% of the time.

Less than 5% shortfall on staffing vs
establishment at March 2007.

Maintain Investor in People Continuing | Retention of liP award in 2006.

accreditation.

Retention of employees. Continuing | Less than 10% of employees leaving
(planned retirements, medical retirements,
resignations, and other causes) during the
year as a proportion of the numbers
employed at year end.

Sickness. Continuing | Reduce average sickness per employee
(officers and support staff combined) from
80 hours per year to 75 hours per year by
March 2007.

Accidents. Continuing | Reduce accident frequency rate for lost

time (3 days or more) accidents per
100,000 hours worked from 0.36 to less
than 0.34 by March 2007

Workforce modernisation

As part of our people management strategy we intend to improve our performance by investing in
our employees to maintain and develop our overall portfolio of competences and to ensure that the
tasks needing to be done are carried out by appropriately knowledgeable and trained employees.




Civil Nuclear Police Authority Poli  cing Plans
2006 - 2007 Annual Policing Plan

Approach Continuing Measurement / Target
or new

Evaluate progress in the civilianisation Continuing | Report on deployment to the Police

of posts not requiring police powers. Authority by July 2006.

Implement the diversity strategy New Increase % of minority ethnic group

developed in 2005/2006. personnel from 0% to 2 % of new recruits
during 2006 - 2007.
Increase % of female officers in the
Constabulary from 15.9% to 16.5% by
March 2007.
Improve minority ethnic group resignation
ratio (MEGRR) from 1.6to 1to 1.5to 1 or
better.

Plan for and train workforce to meet Continuing | Submit costed training plan for 2007 -

identified requirements.

2008 training for Police Authority approval
by December 2006.

Delivery of 95% of 2006 -2007 training
courses to plan.

80% of planned attendance at 2006 —
2007 training courses achieved.

Information Technology

Our infrastructure for information technology, the applications mounted on it, and the familiarity and
competence of our employees who need to use the applications are key factors to providing
appropriate and effective information to support our operational activities. Nationally policing
information and intelligence sharing capability is being enhanced through the IMPACT programme
and we will review the developments in the programme to identify systems and practices that will
enhance our ability to conduct the core functions.

Historically much of the infrastructure has been provided by the nuclear industry operators, but
structural changes to the industry arising from the Nuclear Decommissioning Authority’s Plans
have the potential to seriously affect the Constabulary’s ability to access and share information.
Accordingly we will adopt the following approaches to manage through this period of uncertainty.

Approach Continuing Measurement / Target
or new
Review and deploy IT strategy. Continuing | Review each element of the strategy every
six months.
Implement proposals for IT projects to time
and budget
Begin implementation of the national New Assessment of compliance against the

Code of Practice on Information

Code by June 2006.
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Management

IT proposals to implement the code to be
submitted in the 2007 - 2008 budget
round.

Anticipate suppliers’ inabilities to deliver
the required services.

New

Hold service reviews to schedule.

Analyse suppliers’ plans for infrastructure
and applications against Constabulary
stated requirements.

Contingency plan in place and costed for
identified risks.

Reviews and Best Value

The Authority will develop its system for reviewing performance of the Constabulary through its
Committees. In so doing it will take on board feedback from audits and reviews to be carried out
by independent organisations, as well as that generated through internal inspections, audits and

reviews.

Approach Continuing Measurement / Target
or new

Implement the decision of the review of New Manage project to agreed target dates and

Headquarters and Constabulary budget.

Communications Centre.

Implement agreed recommendations of New Completion of 80% of actions in response

the 2005 - 2006 HMIC Baseline to recommendations within stated

Assessment. timescales.

Implement agreed recommendations New Completion of 80% of actions in response

from 2005 - 2006 National Audit Office to recommendations within stated

audits. timescales.

Completion of Constabulary objectives. Continuing | 80% of objectives completed to required
level within times set by the Police
Authority.

Compliance with approved budget. Continuing | Year end outturn within approved budget.
Outturn to be within 5% of quarter 2
forecast of final expenditure.

Outturn to be within 3% of quarter 3
forecast of final expenditure.

Review the effectiveness of the Police New Assessment against Treasury Orange

Authority risk management
arrangements.

Book requirements by July 2006.

Risk management arrangements
submitted to the National Audit Office in
July 2006.
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Develop proposals for a programme of New Police Authority to set out the Programme

Best Value Reviews and methodologies to be applied by Sept
2006.

Develop arrangements for addressing New Report on status to Audit Committee by

Corporate Social Responsibility (CSR)
within the Constabulary

July 2006.

Submit proposals by November 2006 for
decision on adopting a CSR system
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KSP 3 Improving the understanding of our role

A key thrust behind the creation of the Civil Nuclear Police Authority was to improve the openness
and transparency of Constabulary activities, whilst preserving the integrity of information which
needs to be protected for security reasons to those who have a need to know. In so doing we are
mindful of our Freedom of Information Act responsibilities which need to be balanced with the need
to ensure the appropriate security of nuclear sites to prevent terrorist acts being carried out.
Accordingly, as part of its response to the Government’s agenda of citizen focussed policing, we
will publish on our web site those documents that do not need protection from disclosure so that
those with an interest can access appropriate information. We will also ensure that consultation
and liaison are maintained and improved as defined below.

Liaison with nuclear site operators

Under the Nuclear Industries Security Regulations 2003, nuclear site operators are required to
produce a site security plan. As an essential component of the site security infrastructure, we need
to understand the operator’s plans, our roles within those plans, and to deliver on those roles. We
will continue to work with site management to meet demands for policing services arising from day
to day operations, movements of nuclear materials, decommissioning, new construction, exercises
or changes to security status and to report on performance and other matters of interest.

Approach Continuing Measurement / Target
or new
Establish liaison with site management New Regular liaison to be established within 2
on newly established support units. months of deployment.
Review operational interfaces between New Review to be completed by July 2006.

guard forces and CNC support units /
tactical response group.

Conduct regular meetings with site Continuing | Unit Commander / Commander’s nominee
management to confirm adequacy of to attend 100% of scheduled site
our response to the site operator’s meetings.

requirements.

Liaison with the public

Unlike Home Office Police Forces, there is limited opportunity for the public to come into contact
with Constabulary officers because our work is largely carried out on, or very close to, the civil
nuclear sites. Nevertheless we have an important role to provide reassurance to the public that the
UK’s civil nuclear facilities and materials are properly secured. Accordingly we will enhance the
process of consultation and publication of information on our activities that was begun in 2005 -
2006. We will continue to monitor how our policing services perform in day to day contacts with
those who visit nuclear sites, or who contact it by other means, to ensure that those needing
information or assistance are helped as far as possible within the overall need to protect certain
information on the details of security measures employed.
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Approach Continuing Measurement / Target
or new
Hold full Police Authority meetings in Continuing | One Police Authority meeting to be open
public. to the public during the year.
Attend NDA fora to establish national New Attendance at 80% of national NDA
and local site consultation. stakeholder meetings.

Attendance at least two NDA local
stakeholder meetings a year.

Provide timely information to the public. | Continuing | Publish Police Authority minutes on the
internet within one week of approval.

All requests to be responded to within 20

days.
Develop arrangement for review and Continuing | Complete arrangements for maintenance
refreshment of CNPA web pages. and update of CNPA web pages by June
2006.

Provide reports of web page usage to May
2006 Police Authority meeting and each
subsequent meeting.

Make available news of Constabulary Continuing | Publication of CNC News ten times per
activities. year.

Stakeholder consultation

There is a great deal of interdependency between the Constabulary and those organisations which
operate civil nuclear sites to ensure that the business objectives of each organisation are achieved
and that regulatory requirements are met. We therefore seek to understand site operator’s plans in
devising our own plans, and to provide drafts of our plans for comment to those operators through
the integrated planning and budgeting cycle.

Consultation with stakeholders is carried out at many different levels of planning, including National
and local Memorandums of Understanding between the CNC and other policing organisations,
development of site policing agreements, contingency plans for incidents and emergencies, and
informing regulators of proposals for changes at early stages.

The increasing emphasis on liaison with the public during the year will help to expand the scope of
the Police Authority’s consultation to include wider issues of concern to society.

The objective of the Police Authority’s consultation processes is to inform the planning process so
that all parties’ aspirations can be taken into account in developing future CNPA plans and
budgets.
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Approach Continuing Measurement / Target
or new
Meet nuclear site management to Continuing | Number of meetings attended.
specified frequency to determine
stakeholder inputs to site policing Review stakeholder input at Operational
activities. Unit management review meetings.
Provide timely information on CNPA Continuing | Adherence to timescales for budget
plans and projected expenditure to preparation and reporting.
enable site operators to meet their
budgetary and planning timescales.
Meet statutory requirements of the New Delivery of 2007 - 2008 Annual Policing
Energy Act and DTl management Plan and 2007 - 2010 Policing Strategy to
statement for submitting plans and DTI by February 2007.
reports to Parliament.
Delivery of Chief Constable’s 2005 - 2006
Annual Report to DTI by May 2006.
Delivery of CNPA 2005 - 2006 Annual
Report and accounts to DTI by July 2006.
Obtain stakeholder’s views to take into New Stakeholder views to be analysed by June

account in the 2007-2010 policing
strategy.

2006.

Quiality of Service

We are committed to achieving an appropriate quality of service delivery for the services that are
provided to nuclear site operators and the public. Accordingly we set targets for specific services,
for example the time taken to respond to an alarm indication, monitor delivery against those targets
and report performance to confirm that those targets are being achieved consistently. In addition
periodic surveys are carried out to determine the quality of service received by those with whom

the Constabulary has come into contact.

All comments and complaints are recorded and analysed, and any complaints about the service
given are investigated independently of the area commented on. Such investigations are reported
to the Police Authority and are subject to supervision and review by the Independent Police

Complaints Commission.

Approach Continuing Measurement / Target
or new
Review quality of service received from Continuing | Achieve levels set for each service
regular suppliers under Service Level
Agreements and repetitive service Report to CNPA by January 2007 and
contracts. annually thereafter.
Assess impact of National Policing New Report against applicability and

Quality of Service standards.

compliance with targets set in the
standards to the Police Authority by
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September 2006.
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Budget and resources

The total budget for the Civil Nuclear Police Authority for the year 2006/2007 is £ 49,046,000 which
will be supplied by the organisations requiring policing by the CNC:

60% from British Nuclear Group, 22% from the United Kingdom Atomic Energy Authority, 12%
from British Energy, 5% from Urenco, and 1% from other sources.

Urenco - Other

British Energy -~

‘, British Nuclear

Grou
UKAEA / P

Expenditure
What is the budget planned to be spent on?

The planned breakdown of expenditure is shown in the table and chart below. The table includes a
breakdown of the external purchases.

The costs of running the Police Authority within these overall percentages accounts for 1% of the
budget.

Staff costs 63%

Employer’s pension costs 9%

Costs of accommodation and services 5%
Travel & subsistence 4%

Operating materials 5%

Other external purchases 12%
Depreciation 2%

Pensions
J
Depreciation — /

External \
purchases

Cost Of Staff costs
buildings &
services
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Last year's performance

The Civil Nuclear Police Authority will publish its report of the Civil Nuclear Constabulary’s 2005 -
2006 performance in July 2006. The report will be published on the CNPA website at
http://www.cnpa.police.uk. The last report available at the time of publishing this plan covers the
period up to March 2005 and was issued by its predecessor body, the UKAEA Constabulary Police
Authority and is available from http://www.cnc.police.uk/latest publications.aspx

The Chief Constable publishes an annual report on the activities and performance of the Civil
Nuclear Constabulary. The latest report published is at
http://www.cnc.police.uk/latest publications.aspx
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What those who assess us say about how we are perfo  rming
Regulators

Summaries / links to:
HMIC Inspection report
National Audit Office report
OCNS Annual Report

Other independent bodies
Links to
Last EAQA report

Last liP report
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Glossary of Terms and Abbreviations used by the Civ il Nuclear Police Authority

and Civil Nuclear Constabulary

ACPO Association of Chief Police Officers

ACPOS Association of Chief Police Officers in Scotland

AFO Authorised Firearms Officer

ANPR Automatic Number Plate Recognition

APP Annual Policing Plan

BE British Energy plc

BNG British Nuclear Group

CENTREX Central Police Training and Development Authority

CNC Civil Nuclear Constabulary

CNPA Civil Nuclear Police Authority

CSR Corporate Social Responsibility

DNA Deoxyribonucleic Acid

DTI Department for Trade and Industry

EAQA Association Francais pour L’Assessment de Qualite - Environmental and Accredited
Quality Assessment Ltd

EU European Union

HMIC Her Majesty’s Inspectorate of Constabulary

HR Human Resources

HSE Health & Safety Executive

ICF Integrated Competency Framework

liP Investor in People

IMPACT Information Management, Prioritisation, Analysis, Co-ordination and Tasking
(national programme for police forces)

IPCC Independent Police Complaints Commission

ISO International Standards Organisation

IT Information Technology

KSP Key Strategic Priority

MEGRR Minority ethnic group resignation ratio — the ratio of minority ethnic group employees

resigning as a proportion of minority ethnic group employed compared to the ratio of
Caucasian employees resigning as a proportion of Caucasians employed

NAO National Audit Office

NCSIR National Standard of Incident Recording

NDA Nuclear Decommissioning Authority

NDPB Non-Departmental Public Body

NIM National Intelligence Model

OCNS Office for Civil Nuclear Security

OECD Organisation for Economic Co-operation and Development

ou Operational Unit : a CNC organisational unit for the policing of one nuclear site
(excluding nuclear generating stations)

PDR Performance Development Review

PESTELOE Political, Economic, Social, Technological, Environmental, Legal, Organisational and
Ethical

PMSG People Management Strategy Group

PPAF Policing Performance and Assessment Framework

PS Policing Strategy

PSA Public Service Agreement

SAP CNC integrated business information system (Systems, Applications, Processes)

SCOPE Standing Committee on Police Establishment

SLA Service Level Agreement

SIA Strategic Intelligence Assessment

SPI Statutory Performance Indicator

SuU Support Unit ; a CNC organisational unit providing armed protection for a nuclear
electricity generation site

TRG Tactical Response Group: a mobile organisational unit providing armed protection

UK United Kingdom

UKAEA United Kingdom Atomic Energy Authority



