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Chairman of the Police Authority and the Chief Cons  table’s Joint Statement

We are pleased to present this joint strategy which outlines for the medium term how the Civil
Nuclear Police Authority and the Civil Nuclear Constabulary will work together to secure and enhance
the protection of civil nuclear sites and their nuclear materials, and thereby play a key role in the UK's
nuclear security regime.

The Civil Nuclear Constabulary has a unique role in providing policing services to designated nuclear
sites and for the transport of nuclear material. In so doing it maintains and develops its capability to
deploy firearms as well as less lethal options.

As a statutory Police Authority and a non-departmental public body the Civil Nuclear Police
Authority’s emphasis for the next three years is to ensure that the protection of nuclear sites and
materials is maintained and enhanced to meet the changing security environment; to improve the
transparency of how the Constabulary is governed and how well it performs; and to ensure that the
Policing Service provided is fit for purpose in terms of balancing nuclear site operators needs with
national policing priorities. In determining fitness for purpose the Police Authority will take into
account the assessments of performance by regulators and independent bodies and will initiate
reviews of particular aspects as appropriate.

The Police Authority’s objectives are:

To ensure the continued efficient and effective operation of the Constabulary and in particular the
effective discharge of its security role, in line with the security standards and objectives set by the
Director of Civil Nuclear Security;

To provide improved governance and accountability;

To provide increased openness and transparency.

The Police Authority and the Civil Nuclear Constabulary recognise that these overall objectives are
achievable only in partnership with Government and a range of other key stakeholders.

This Strategic Plan will act as a framework for the Civil Nuclear Constabulary to discharge its
statutory obligations and meet those objectives.

Melvyn Smith J P Bill Pryke
Chairman Chief Constable
Civil Nuclear Police Authority Civil Nuclear Constabulary
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SECTION 1

OVERVIEW OF CIVIL NUCLEAR POLICING

The civil nuclear industry generates 20% of the UK’s electricity requirements. In generating this
power the industry routinely processes and transports radioactive materials which are carefully
handled to prevent safety and environmental incidents. Such materials also need an appropriate
security arrangement to comply with international obligations to ensure that material of potential
proliferation concern is appropriately protected from wrongful use. It is also important that nuclear
facilities and nuclear material are appropriately protected against criminal or malevolent acts
because of the potential risk to public health, safety and the environment.

The Nuclear Industries Security Regulations 2003 make provision for the protection of nuclear
material, both on sites and in transit, against the risks of theft or sabotage, and for the protection of
sensitive nuclear information. The Regulations require the nuclear site operator to prepare a site
security plan which amongst other items must cover the policing of the nuclear site, and must be
approved by the Office for Civil Nuclear Security (OCNS), which is part of the DTI.

OCNS is the security regulator for the UK'’s civil nuclear industry. It is responsible for approving
security arrangements within the industry, including the agreement of operational police numbers,
and for enforcing compliance with the Regulations.

1.1 The Civil Nuclear Police Authority

The Energy Act 2004 created the Civil Nuclear Police Authority (CNPA) as an executive Non-
Departmental Public Body (NDPB), operating under the strategic direction of Department of Trade
and Industry (DTI). Police Authority members are appointed by the Secretary of State and currently
comprise an independent chairman, two independent members and four representatives from the
Nuclear Industry.

The CNPA's primary function is to maintain an efficient and effective Civil Nuclear Constabulary
whose purpose is to protect civil nuclear licensed sites and safeguard nuclear material in Great
Britain and elsewhere.

1.2 The Civil Nuclear Constabulary

Under the Energy Act, the role of the Civil Nuclear Constabulary (CNC) is to protect nuclear sites
and nuclear material in transit:

at every place comprised in a relevant nuclear site and everywhere within 5 kilometres of such
a place;

at every transhipment site where it appears expedient to be in order to safeguard nuclear
material while it is at the site;

at every other place where it appears expedient to be in order to safeguard nuclear material
which is in transit;

at every place where it appears expedient to be in order to pursue or to detain a person whom
the constable reasonably believes to have unlawfully removed or interfered with nuclear
material being safeguarded by members of the Constabulary or to have attempted to do so;

A member of the Constabulary shall have the powers and privileges of a constable throughout
Great Britain for purposes connected with:-

a) a place mentioned in all bullets points above.

b) anything that he or another member of Constabulary is proposing to do, at such a
place; or
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¢) anything which he reasonably believes to have been done, or to be likely to be
done, by another person at or in relation to such a place.

The Chief Constable is responsible for the direction and control of all members of the Civil Nuclear
Constabulary and other employees of the Police Authority, except any that directly report to the
Chairman for the whole or part of their duties. He has sole responsibility for operational policing,
within the constraints set by the requirement to maintain the security of civil nuclear sites and
material. Subject to these considerations he is responsible to the Civil Nuclear Police Authority for
ensuring the CNC is efficient and effective.

1.3 Environmental Scanning

The identification of issues that will shape policing in the future is conducted through “environmental
scanning” using PESTELOE (Political, Economic, Social, Technological, Environmental, Legal,
Organisational and Ethical) analysis. This policing strategy has been influenced by the many
potential demands on the service and their analysis enables us to respond to emerging issues, and
put the right structures and processes in place to support effective policing.

Political

1.3.1 The political agenda on policing has changed over the past years, and is shifting towards
localism and community engagement. However a 2005 review of the structure of policing
organisations recommended reductions in the number of police forces to ensure that there was
sufficient expertise and resilience to deal with serious and organised crime and terrorist incidents.

1.3.2 The White Paper "Building Communities, Beating Crime" recommends bringing in a
requirement for her Majesty’s Inspector of Constabulary (HMIC) to Inspect Police Authorities. The
Association of Police Authorities (APA) does not consider that it is appropriate for either HMIC, as
currently constituted, or the Audit Commission to take on this role. However the APA noted that
there is a review of Criminal Justice System inspectorates underway which could have impact on
how the work carried out by all Police Authorities and Police Forces is assessed. Informed opinion
suggests that a new criminal justice inspectorate could be established from April 2007.

1.3.2 Terrorist activities and public disorder are putting a heavy burden on police resources. This
is widely expected to increase in 2006/2007 and beyond.

1.3.3 Pressure groups opposed to continued operation of nuclear facilities may put additional
burden on our resources.

1.3.4 Debate about nuclear energy and its non-contribution towards global warming is back on
the political agenda and a decision about a programme of replacement nuclear power stations
seems likely to come forward during the currency of this strategy.

Economic

1.3.5 The Key Worker Living Scheme is an initiative that attempts to tackle shortages of key staff
in areas where they have been priced out of the housing market. Depending on the success of the
Scheme, some Forces may still lose officers to other Forces areas with a lower cost of living. In a
recent survey report the cost of housing was cited as a major reason for transfer between Forces.

1.3.6  With strategic petroleum reserves being relatively low and the threat of oil supply disruption
a reality, oil prices are forecasted to remain high for the foreseeable future. This will no doubt have
an adverse effect on the economy and could increase international tension, which may affect
national security. Higher prices for fossil fuels improve the economic viability of nuclear power
generation and thereby may contribute to a higher base of nuclear facilities requiring protection than
previously forecast.

1.3.7 Many Police Forces mention that they find it difficult to forecast spending and to prevent
overspends, with overtime payments in particular causing problems. Pension payments are also a
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huge drain on the police service across the UK, and will worsen in the coming years as expenditure
on pensions increases with increasing longevity.

1.3.8 Because of the demographic trends, the numbers of people of working age will increase by
only 4% between 2000 and 2021. This factor combined with recruitment and retention problems
may limit applications to the police service. This implies that police numbers will be a major
restraining factor upon organisational changes and achievement in the future. As further growth of
the police service may be restricted, Forces will have to concentrate on attracting the best
employees, creating good working conditions and career development, and ‘growing’ their staff with
long-term investment in them. In particular the service will need to develop leadership skills for
future high-level posts. This will have implications for human resources, performance monitoring,
staff development, training, and pension schemes.

1.3.9 Today, nuclear energy contributes to the energy supply in more than 30 countries, including
16 OECD countries, which share 80% of the total nuclear energy generation market. This could
represent opportunities for the policing market and for the Constabulary to provide its expertise
where and when required. The further expansion of the European Economic Community could
provide opportunities for providing training services to improve the security of nuclear facilities in
former Soviet Bloc countries.

1.3.10 The whole market for nuclear site decommissioning and clean up and provision of the
energy market is opening up and competition is widely welcomed from all sectors, and in particular
within OECD countries. Competition is likely to bring new players with potentially differing
requirements into the market for nuclear operators. It follows that we need to look at our overall
performance, openness and accountability to prepare for the new challenges ahead.

Social:

1.3.11 The changing social structure of the UK has brought about a decline in the level of public
confidence in the police and other public sector and governmental bodies. People are generally
less willing to participate, volunteer, or vote. There is less respect for authority among much of the
public, while at the same time people demand respect from professionals such as the police. The
public has high expectations of the level and quality of service they have the ‘right’ to receive.
Management of expectation, reassurance policing, and ensuring that forces communicate well with
the public will be essential to prevent further loss of trust in the future.

1.3.12 The increase in our jurisdiction to encompass nuclear electricity generating stations is
having an impact on our organisational structure and resources.

Technological:

1.3.13 A new pan-European data system has been introduced that will allow law enforcement
throughout the EU to share certain information. This will improve data sharing amongst police
forces and potentially will enhance services provided by the Constabulary. The recommendations
of the Bichard enquiry include improving Police Forces’ ability to manage and share information.
Standards and common applications are being developed through the IMPACT programme co-
ordinated by the Home Office. Such development of data sharing and adoption of common systems
and applications within British policing will have implications for the Constabulary’s IT infrastructure
and its use.

1.3.14 Our current IT network is delivered through the UKAEA network, and indications are that
the Nuclear Decommissioning Authority may require changes to existing site operator companies’
networks to allow site by site competition. Such a move would significantly affect Constabulary
operational capabilities. Implications and alternatives will be addressed by regularly reviewing and
updating the IT strategy.

1.3.15 Airwave; the development of secure information processing across the Criminal Justice
System; the national DNA database; and ANPR are amongst the technologies being or already
developed for use. In addition utilisation of strategic information management systems;

miniaturised mobile equipment for speedy DNA analysis; evaluation of additional incapacitants;
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surveillance options; portable fingerprint scanning systems; and portable detection systems to
search for concealed drugs or explosives are being investigated.

Environmental:

1.3.16 Itis likely that there will be a debate, and ultimately a decision will be made about a
repository for intermediate level of nuclear waste, which in the longer term will have a direct effect
on the shipments of nuclear material and the policing of new sites. On the other hand, the policing
requirement will diminish as nuclear sites become decommissioned to the extent that there is no
nuclear material needing armed protection. The Nuclear Decommissioning Authority published its
Draft Strategy in September 2005 which could lead to reductions in timescales for completion of site
decommissioning. Within the timescales of this policing strategy the Chapelcross site is expected
to have its radioactive inventory removed by 2009. Accordingly the horizon for planning our
activities and resources will need to be extended to give an overview of future changes in demand
for policing services, and resource projections adjusted regularly to reflect changes in projected
demand.

1.3.17 Terrorism is becoming increasingly a global issue and in particular, given the our role of
safeguarding nuclear sites and materials, it is imperative that we make full use of multi-agency
intelligence data co-ordination, coupled with a seamless approach to security.

Legal:

1.3.18 Last year the Civil Nuclear Police Authority was established and the Constabulary
separated from UKAEA and became accountable to the Police Authority. The Director of Civil
Nuclear Security has made a permanent requirement to deploy the Constabulary at civil nuclear
power stations to provide an armed response capability against the threat of terrorist attack. The
changes to implement this requirement will be completed during the currency of this policing
strategy.

1.3.19 The Constabulary is capable of carrying out operations under the Regulation of
Investigatory Powers Act 2000. This will require ongoing training to enhance skills in surveillance
procedures.

1.3.20 The terrorist attacks on the London transport infrastructure in July 2005 are leading to the
development of further legislation to strengthen the UK’s protection against terrorism. Such
legislation is likely to provide additional policing powers and is also likely to increase requirements
on the Constabulary and thereby increase its training needs. In the medium term the threat from
terrorist attacks seems unlikely to diminish significantly and further legislative changes may be
expected.

Organisational:

1.3.21 During the currency of this strategy the additional duties and resources required to
complete the programme of deployment to nuclear electricity generating stations will be completed.
As a result of this expansion, and the performance we deliver, we will need to review our
organisational arrangements in the future to determine if new opportunities for improvement have
presented themselves.

1.3.22 Changing environmental factors, such as the potential for new operating companies for
nuclear sites, will need to be matched by changes within our organisation.
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Ethical:

1.3.23 The Freedom of Information Act 2000 and the general right of access to public information
came fully into effect on 1st January 2005 and is applicable to all recorded information held by any
public authorities. A number of enquiries have been received and responses issued. Analysis of
issues raised has identified that similar questions are often raised simultaneously with other
organisations and particularly Police Forces. A robust query handling process, interacting with
other organisations, will be formalised to ensure that correct information is delivered within the
stated timescales.

1.3.24 Complaints by members of the public are investigated by the Constabulary, which is
supervised by the Independent Police Complaints Commission (IPCC) which has responsibility for
all complaints made in England and Wales. In Scotland such scrutiny is carried out by the local
Procurator Fiscal, though there are proposals being developed for a similar overview body.

1.3.25 Diversity and Human Rights Issues: we will monitor the level of diversity within our staff and
try to achieve a diverse workforce which is representative of the community it serves. In developing
our diversity strategy suitable arrangements will be put into place to address issues of age
discrimination, including changes to conditions of employment and to the pension scheme. We will
also ensure that our working practices do not discriminate against those with whom we may come
into contact, e.g. those working on or visiting a nuclear site.

1.3.26 Organisations outside the policing field are increasingly adopting systems to manage
Corporate Social Responsibility (CSR). UK Police Forces have always set high ethical standards
and we will continue to aspire to this through our Professional Standards Department which sets
standards and investigates allegations of departure from those standards. We will ensure that high
ethical standards are implemented and maintained through developing and monitoring the
application of a Code of Ethics, and a system for formally managing corporate social responsibility.
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SECTION 2

STRATEGIC ASSESSMENT

This Policing Strategy has been developed during a period of radical police service reform. In such
a rapidly changing environment, there is a risk that the Constabulary’s focus on its Key Strategic
Priorities may change. Our strategic planning framework, described below, allows shorter term
plans to be periodically refocused, so that they can address new and emerging issues, as well as
continuing activities.

2.1 The Government’s Strategic Vision for the Civil Nuclear Industry

In November 2001, the Government announced radical changes to the arrangements for the clean
up of Britain's nuclear legacy. The aim is to manage the clean up process better and with full
transparent public accountability. To achieve this the Government set up a new public body, the
Nuclear Decommissioning Authority (NDA) which came into existence in April 2005. The NDA
provides the strategic direction for cleaning up Britain's public sector civil nuclear sites. It does this
with due regard for safety, security, the environment and value for money. Openness, transparency
and ensuring public confidence are key principles of the NDA. In summary, the NDA:

is a public body acting on behalf of Government;

acts as a strategic 'programme manager' for sites liabilities and determine arrangements for
managing them;

works in partnership with site licensees and the safety, security and environmental regulators to
achieve the most effective and safe means of discharging the liabilities;

drives and promote competition and broadens the market for liabilities management and
nuclear clean up in the UK;

creates a framework for securing management efficiencies;

sets out to inspire public confidence in arrangements for managing public sector civil nuclear
liabilities.

We will need to be responsive to the Government and the NDA'’s strategic vision and adapt to
changes in security and policing requirements. To that end the NDA has an observer at CNPA
meetings and discussions have been held on forms of collaboration without detracting from the
proper focus to support nuclear site operators. To better fit with NDA plans for nuclear sites a
longer term plan will be developed during the lifetime of this strategy to prepare for changes we
may need to make to future resources and arrangements.

The Government is committed to maintaining the diversity of the sources of energy supply for as
long as generation station operators wish to continue operating existing plants, commensurate with
other U.K. and European legislative requirements to improve the environmental impacts of power
generation by setting targets for the reduction of pollution. The impact of this for the Police
Authority is to underline the importance of providing appropriate protection to operating nuclear
power generation plants for as long as nuclear material needing protection is present at those
plants.

This Policing Strategy has been designed to fit with and support the delivery of the DTI's Public
Service Agreement (PSA) Targets. In particular it supports:

PSA 4 Maintain the reliability of energy supplies
PSA 9 Bring about measurable improvements in gender equality
PSA 10 Promote ethnic diversity

As noted in the section on environmental scanning the Government appears to be refining its
Energy Policy with a view towards creating a climate in which private sector investment in new build
nuclear power stations is actively considered to progress Kyoto commitments to reduce greenhouse
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gas emissions to 1990 levels. Whilst such power stations will not be built within the currency of this
strategy it is possible that there will be a heightened sensitivity to the operation of existing nuclear
facilities with increased demands on us through information requests and possibly protest activity.

2.2 Policing Strategy

The Government’s white paper ‘Building Communities, Beating Crime’ (November 2004), states
that the primary job of the police is to prevent, deter, detect and reduce crime and sets parameters
for them. The breadth of the white paper is such that it may have significant impact on the direction
of policing over the coming years. We will respond properly and positively in the relevant areas to
our activities.

2.3 Strategic Analysis of the Environmental Scannin g
Under the PESTELOE analysis mentioned above, a number of key trends are becoming apparent,
which are likely to affect the longer term strategic direction for the Police Authority. These will be

taken into account in our strategic workshops when reviewing the Key Strategic Priorities, and
developing future plans.
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SECTION 3

THE PLANNING FRAMEWORK

3.1 National Policing Plan, CNPA Policing Strategy =~ and Annual Policing Plan

The Police Reform Act 2002 requires the Home Secretary to publish a National Policing Plan that
sets out the strategic priorities for the Police Service over the next three years. Although a three-
year plan, it is refreshed annually to allow the Home Secretary the opportunity to set new priorities
on an annual basis. The National Policing Plan published in November 2005 covering 2006-2009 is
incorporated in this Policing Strategy. The Energy Act requires the Police Authority to take account
of the National Policing Plan in publishing its own three-year strategic plan.

This Policing Strategy fulfils the Energy Act and DTl management statement requirements to
publish a three year strategic plan and together with the respective Annual Policing Plan fulfils the
requirement for the Police Authority to incorporate changes in National Policing Plan priorities within
the nuclear policing context. Detailed implementation plans for each year of the Policing Strategy
are published in the Annual Policing Plan. Annual objectives and targets are set to support the
annual plan with corresponding activities and projects for each unit or department.

3.1.1 Policies

The Policing Strategy and Annual Policing Plan are underpinned by a number of Policies, which
outline the principles of how we conduct our business. Details of Policies can be accessed via the
Civil Nuclear Constabulary Web site.

3.1.2 Constabulary Programme

The Constabulary Programme translates into action what Police Authority wants to achieve in the
Policing Strategy and Annual Policing Plan. The Programme is informed by the Strategic
Intelligence Assessments and resulting Control Strategies, as well as information obtained from
external inspection reports. The Constabulary Programme identifies significant operational and
organisational improvement projects.

3.1.3 Unit and Departmental Plans

Unit and Departmental plans are developed on an annual basis, containing action points and
performance indicators that will contribute to achieving the key priorities, key objectives, and targets
set in the Annual Policing Plan. The Unit/Departmental Plans are monitored quarterly, in line with
the performance review cycle, so that any new actions arising from Strategic Assessments can be
incorporated.

3.1.4 Her Majesty’s Inspectorate of Constabulary

HMIC has formal responsibility for the inspection of Police Forces, including the Civil Nuclear
Constabulary, to ensure their efficiency and effectiveness. The HMIC approach, ‘Baseline
Assessment’, first requires Police Forces to undertake a self assessment against a defined range of
questions, which is submitted for HMIC evaluation. The HMIC then evaluates the assessment and
define areas to be inspected to confirm the evaluation. This sets a baseline aligned with the
Policing Performance Assessment Framework (PPAF) from which the HMIC then monitors
quarterly the implementation of areas identified for improvement.

The Baseline Assessment measures a standard range of police functions and activities using

gquantitative data and professional judgement of the quality of the processes that underpin
performance. Areas for improvement raised in the HMIC reports are evaluated and prioritised by

Approved Strategy February 2006 Page 11 of 26



the Police Authority and the Constabulary, depending on whether the content is strategic or
operational. Areas needing significant review or change implemented are then incorporated into

the appropriate plan(s): policing strategy, annual policing plan, or unit/departmental plans as
relevant.

Due to the specialised nature of our activities some of the standard range of inspection criteria are
not relevant; therefore the framework is adapted to reflect the range of policing functions we
undertake.
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3.1.5 Overview of the CNPA /CNC Planning Framework

Our Vision

The plan takes the requirements of the
topics in the navy blue ovals as inputs and
then is intended to deliver appropriate

. outputs to address these requirements
Our Strategic P a

Priorities
Local
Community
Liaison

National
Intelligence
Model

National
Policing
Plan

CNPA

POLICING PLAN Legislation

Partnership

Regulatory Strategies

Requirements

Constabulary
Objectives

Unit &
Department
Plans
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SECTION 4

PERFORMANCE FRAMEWORK

4.1 Policing Performance Assessment Framework (PPAF )

Police performance is assessed by the Policing Performance Assessment Framework, which
measures performance against key areas known as domains. Statutory Performance Indicators
(SPIs) for the Police are aligned to these domains and measure the outcomes of operational
policing.

Improved police performance is central to the Police Authority’s vision of providing a better service
to its nuclear customers and the public and as noted earlier a number of the PPAF assessment
criteria are not relevant to the Constabulary’s activities. Therefore we have developed a framework
based on the PPAF principles to reflect our unique activities. This framework incorporates the
applicable SPIs and the measurements against them are set annually in the Annual Policing Plan
and are reported in the Police Authority’s annual report. Our relevant performance areas are
depicted below:

Civil Nuclear Constabulary Performance

A: Corporate Governance

Corporate Governance provides a disciplined approach to measuring how well we are performing
overall. The indicators determine our health in respect of managing finances and staff effectively.

1: Meeting Regulatory 2: General Policing Duties 3: Project delivery
Requirements

Measures the protection Measures our response to Measures the

of nuclear material and incidents and general requests implementation of new
facilities on designated for support. projects and plans.
nuclear licensed sites.

B: Stakeholder Satisfaction

Measures the maintenance and improvement in understanding between us, our nuclear customers
and the public.

4.2 Performance Reports

The Police Authority through its committees oversees the operational performance of the
Constabulary, receiving regular reports from the Chief Constable and also reports from internal and
external auditors and HMIC.

The Constabulary Senior Management team (Chief Constable, Deputy Chief Constable, and
Director of Finance, Administration and IT) review performance against Objectives and Key

Performance Indicators to ensure the rapid identification and correction of any adverse performance
trends. Related objectives in the Performance Development Reviews for all employees ensure that
our staff are focused on achieving the Police Authority’s and Unit/Departmental objectives.
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SECTION 5

SECURITY ASSESSMENT

5.1 The National Strategic Intelligence Assessment  (SIA)

Based on the Strategic Intelligence Assessments (SIA) of all Police Forces in England and Wales,
the National Strategic Assessment provides a comprehensive overview of current emerging trends
and longer-term priorities. Its assessment of crime nationally and the key issues and demands
impacting on the police service informed the National Policing Plan for 2006-09, which in turn
informed the national planning framework.

Two key areas are identified through the National S 1A that have relevance for us.

Terrorism- Countering Terrorism is a key priority for all Police Forces, working in collaboration with
Regional, National and International Agencies.

Public Order- No serious outbreaks of disorder within our jurisdiction have arisen from protests or
other events recently. However any resumption of a programme of building new nuclear power
stations could increase the likelihood of public order issues occurring and would be likely to
increase demands on us. We monitor emerging public order issues and undertake preventive
action where necessary.

5.2 The Security Service Annual Threat Assessment

Account is taken of the content of this document, which provides an overview of the threats to the
UK from terrorism, proliferation and sabotage.

5.3 Constabulary Strategic Intelligence Assessment (SIA)

The Constabulary SIA, undertaken on a six-monthly basis, identifies the key issues for the
Constabulary, leading to discussion around what tasks should be prioritised and where resources
should be concentrated. Following the Strategic Assessment a Constabulary Control Strategy is
developed which identifies what tactics will be put in place to tackle the issues identified. The
Strategic Intelligence Assessment process adjusts the emphasis needed on the particular activities,
hence ensuring appropriate responses.

Approved Strategy February 2006 Page 15 of 26




SECTION 6

POLICING DELIVERY

We employ three main approaches to deliver our poli cing services:
Reactive and Response Policing;
Partnership Policing;

Proactive and Intelligence-led Policing.

6.1 Reactive and Response Policing

Response policing is the means by which the police react to the demands that are faced on a daily
basis, some of which are recurring demands.

Response policing includes:

Provision of a 24 hour 7 day policing service, with officers available to provide a response to
calls for assistance;

Co-ordination of foot and mobile patrols and fixed point policing;
Specialist policing such as firearms and dogs deployment;
Briefings;

Report writing;

Investigative support;

Mutual aid.

6.2 Partnership Policing

6.2.1 CNPA Consultation Arrangements

Within the constraints of national security and commercial confidentiality, the Police Authority will
develop positive links with the public and with relevant local and national interest groups. The
CNPA will also conduct meetings of the Authority in public at least once a year, and make
information about its activities and role available to the public.

6.2.2 Stakeholder Engagement

Partnership Policing complements our proactive and reactive capabilities, providing a visible and
accessible service to local communities, in particular the people on the nuclear sites that we serve.
It is the our response to the National Policing Plan emphasis on Citizen Focus. We will work with
local communities and partners to identify underlying problems and develop appropriate solutions,
implementing a more long-term approach. Talking to local stakeholders and providing them with
information will help local people to understand better how we operate, how local communities can
help, and allow us to take into account their priorities. Additionally collaborative working practices
are sought and developed through Memorandums of Understanding with Home Office and Scottish
Police Forces, membership of the Association of the Police Authorities, enhancing working
relationship with the guard force on nuclear generating stations, and co-ordinating with the local
police units.

The types of activities that reflect this approach are:

Contingency planning;
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Monthly meetings with site management;
Public displays by our Dogs team;
Crime prevention displays;

Participating in Local and National stakeholder conferences and liaison meetings.

We firmly believe that working with our partners, stakeholders and the public is the key to success.
We will build on the relationships already in place and create new ones, where these will have an
impact on improving our quality of service or effectiveness.

6.3 Proactive and Intelligence-led Policing

6.3.1 The National Intelligence Model (NIM)

The Civil Nuclear Constabulary applies the principles of the NIM across its complete range of
business and operational planning functions including risk management. We will continue to
develop joint Strategic Assessments and Control Strategies that will lead to more effective
partnership working.

6.3.2 Community Engagement

Successful operational delivery must be founded on community support, from both geographic
communities and communities with common interests. We will strengthen community contact and
seek to generate community intelligence that will drive local priorities and inform daily tasking. Our
aim is to help communities participate, as far possible, in policing decisions.

We are unique in UK policing in having an international remit when our protection is extended to
cover shipments of nuclear materials to other countries. As a result of our international reputation
there are other opportunities to spread knowledge on protection of nuclear materials and facilities to
countries with a less well developed security regime. We will fully support these international
dimensions and will encourage the appropriate engagement of communities with the UK nuclear
industry to improve the security of nuclear materials and facilities.

6.3.3 Intelligence-led Policing

We will employ a proactive and intelligence-based policing approach to respond to emerging
threats. Although often invisible to the public, this approach is at the core of our Policing Strategy
and broadly consists of:

Using the National Intelligence Model to identify problem areas, and tasking and deploying
resources appropriately to respond to these;

Undertaking quality investigations;
Making full use of science and technology;

Sharing information and collaborating with other police forces and agencies in order to tackle
problems more effectively;

Counter-terrorist and statutory searches.
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SECTION 7

KEY STRATEGIC PRIORITIES

The following considerations are taken into account in developing the our Key Strategic Priorities:

The threat assessments based on environmental analysis, OCNS assessments and
Government Statutory requirements;

NDA base line plan for designated nuclear sites;

Requirements stipulated by the OCNS for nuclear sites;

Assets and resource management including retention and personnel development policies;
Site operators’ and local community aspirations;

Trends in technological development and the use of firearms.

The Key Strategic Priorities form the central core around which planning and
performance objectives and measures are developed. Specific details are defined in
the Annual Policing Plan.

Key Strategic Priorities for 2006-2009
7.1 Key Strategic Priority 1:

Protect nuclear material and facilities on designat ed nuclear licensed sites
and in transit throughout the UK and International arena, meeting the
requirements of the Nuclear Security Regulator — Of  fice for Civil Nuclear
Security (OCNS).

Major considerations for this Key Strategic Priority are:

7.1.1 Counter Terrorism & Threat of Terrorism

Terrorism is now a global phenomenon requiring an international multi-agency response. Terrorist
attacks on a number of international cities, including London, have highlighted this global issue and
emphasise the need to protect nuclear licensed sites. The threats are not only from known
established organised groups, but also from loose knit networks of individuals.

7.1.2 Preventing Disorder
Keeping the peace and maintaining law and order is essential for public safety and security.
Policing must prevent disorder, whilst also ensuring the public can exercise their rights to protest in

a peaceful environment.

Our current policy is to encourage liaison with local police and other establishments so as to be
proactive in managing and preventing any disorder within vicinities of the designated sites.

7.1.3 Meeting and Managing Demand

We respond to a variety of calls, alarms and incidents. Effective management of these responses

is fundamental to operational effectiveness. In addition meeting the variation in demand for human
resources is vital for the organisation, requiring long term detailed planning.
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7.2 Key Strategic Priority 2:

Ensure the Constabulary is managed in a way that ge  ts the best out of all its
resources, especially staff, and demonstrates value for money while
maintaining the confidence of the public.

Major considerations for this Key Strategic Priority are:

7.2.1 People Management Strategy.

The people management strategy is designed to maximise the potential of all staff and to
encourage and achieve a working environment which:

Allows us to get the best from our staff;

Is underpinned by fairness to all individuals;

Recognises, encourages and values diversity;

Encourages all to accept the concept of individual responsibility;

Allows achievements to be properly rewarded.

7.2.2 Workforce Modernisation

People are our greatest asset, and there is a duty on management to provide direction, structure
and support that maximise their performance. National recommendations contained in the HMIC
document ‘Modernising the Police Service’ and the White Paper ‘Building Communities and Beating
Crime’ propose:

Modernising our workforce to take account of neighbourhood policing and build a responsive,
citizen focused service;

Making best use of Police Officers and Police Staff;
Increasing the use of Police Staff to release officers for duties on the front line;

Training and career development for both Police Officers and Police Staff, in particular
recognising the valuable contribution Police Staff make;

Promoting diversity and ensuring that the workforce is representative of its local communities;

Civilianisation of posts that do not require police powers.

We will take account of these recommendations, where appropriate to the Authority and
Constabulary’s circumstances, in developing our people management strategy through the
Constabulary’s People Management Strategy Group.

7.2.3 Recruitment, Retention and Performance Manage ment

Retention is a key issue and we recognise that providing a supportive environment for staff,
including flexible working and family friendly policies, will help retain staff. In addition other
schemes to reward staff for good performance, and ensure staff realise their potential and progress
within the organisation should improve both recruitment and retention.

A new ‘Performance Development Review’ system (PDR), which assesses Police Officers against
National Competencies, was introduced in 2004 and will continue for full deployment including
expansion to include Police Staff.

Each individual's performance is managed by assessment against specific objectives. Individual's
objectives are linked to their Unit or Department Plan, which in turn support the key objectives in the
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Annual Policing Plan and the key strategic priorities set in this Policing Strategy. The PDR scheme
is also used to identify development requirements for individual officers and staff, targeted to their
specific needs.

Performance is also managed by active management of sickness absence, reviews of deployment
profiles for frontline officers, and scrutiny of business processes to ensure bureaucracy is
minimised.

7.2.4 Financial Management

We have agreed the budget for 2006-2007 and further budget indications for the financial years
2007-08 and 2008-09 which aim to support the achievement of the Key Strategic Priorities and the
emerging issues identified in this Policing Strategy. The three-year financial estimate is produced
to tie in with the NDA planning requirements for the nuclear site operators.

The strategy for financial management has five major objectives:

To remain viable through financial forecasting, prioritising expenditure and accessing funding
streams;

To achieve value for money through efficiency planning, budget reviews, appropriate allocation
of resources, and best use of technological support;

To build on our ability to cost activities;
To display high standards of probity and ethics;

To improve financial management procedures.

In each Annual Policing Plan, we will identify the resources available for the year and how the
money will be spent.

The table below indicates the 06/07-budget outline and the forecasts for the following two years,
including potential provisions for the main capital expenditures planned. Direct year on year
comparison for efficiency purposes is not advisable because of the impact of the extension of
policing services to nuclear electricity generating stations.

Years Budget Capital expenditure
indications
2006/2007 £ 49.0m £2.9m
2007/2008 £ 50.5m £ 3.0m
2008/2009 £ 50.2m £ 3.1m

7.2.5 Estate and Assets Strategies

In accordance with the DTI management statement the Police Authority is required to have an
Estate Strategy that conforms to Office of Government Commerce best practice. We do not
presently own any of our own buildings and the accommodation at nuclear sites is provided by the
site operating company. We have developed an estate and property strategy which is reviewed
and updated annually.

The Strategy takes into account external and internal changes affecting our roles. It aims to:

Ensure consistency between the Policing Strategy and Estate Strategy;

Describe the existing estate, the relationship between the CNPA, CNC and Site Operators,
its condition and performance;
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Outline the current and future requirements of the estate, and the changes required to
implement those requirements;

Identify the problems with the estate;

Document the opportunities for development and rationalisation.

We use operational assets such as vehicles, IT equipment, uniforms, etc. These are controlled to
ensure that:

Assets are fit for purpose and the best use is made of existing resources;

Changes to requirements for assets can be responded to rapidly to meet operational
requirements.

7.2.6 Information Technology Strategy

Our IT strategy is kept under regular review and is updated to reflect changes in technology and
software applications. Changes to national organisational structures, both in policing and in the
nuclear industry, are likely to impact the IT strategy and how it is implemented through our IT
infrastructure and software applications. Our Annual Policing Plan will pick up the consequences of
changes to the IT strategy.

7.2.7 Risk Management

Risk Management is an essential tool for the delivery of this Policing Strategy. We will identify and
carry out risk assessments to achieve the key strategic priorities and objectives in the Annual
Policing Plan and maintain their currency through the Risk Register.

Strategic risk assessments will be carried out at our strategic workshops and the mitigating actions
will be developed through strategic tasking and co-ordination meetings in accordance with the cycle
for strategic planning.

The Risk Management policy will aim to achieve best value in the use of resources by balancing the
costs and benefits of reducing risks. By adopting a co-ordinated approach to risk management,
losses can be minimised, and operational performance optimised.

7.2.8 Best Value Programme

The Local Government Act 1999 placed a statutory duty on Home Office Police Authorities to make
arrangements for the achievement of best value in the performance of their functions.

Although the Act does not cover the Civil Nuclear Police Authority, measures are in place to ensure
that we identify best practice and deliver value for money:

The Standing Committee on Police Establishments (SCOPE) conducts an annual re-base
lining of police officer tasks and police numbers against defined requirements;

A procurement strategy ensures that bought in good and services comply with EU, competition
law and statutory requirements;

Procurement activities are co-ordinated in line with the Government, ACPO and ACPOS
Procurement systems;

Additionally, the Constabulary is subject to a range of inspection and assessment processes
which act as mechanisms for continuous improvement and increased efficiency and
effectiveness. The following bodies are responsible for inspections and audits: Her Majesty’s
Inspector of Constabulary, National Audit Office, and the Office of Civil Nuclear Security. In
addition the Constabulary also arranges assessment of its quality management systems and
people management practices through its certification to the ISO 9001 Standard and the
Investors in People award respectively.
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7.3 Key Strategic Priority 3:

Maintaining and improving understanding between the Constabulary, its
nuclear customers, the Public, other stakeholders a nd the Government,
including politicians, throughout the UK.

Major considerations for this Key Strategic Priority are:
7.3.1 Maintaining values
We will discharge our obligations towards our stakeholders and the public in line with our Code of
Ethics and within the following values:
Determination to uphold law fairly but firmly and with integrity;
Accountability through delivering value for money in our core business;
Open and transparent communication;
Achievement of excellence and professionalism in all that we do;
Knowledge and respect for diversity and human rights;

Empowerment and leadership.

7.3.2 Improving the Quality of Service

We will develop people, practices and systems to improve the quality of services that we provide to
site operators and members of the public in line with our consultation with stakeholders. This will
be delivered by:

Systematically measuring, analysing and publishing results, including sharing them with
interested parties through site liaison meetings;

Working in partnership with our stakeholders to identify and tackle those problems which may
lead to poor quality of service.

The Home Office, APA and ACPO have established minimum standards that set out the quality of
service people can expect to receive from the police. Whilst some standards are not directly
applicable to us because of our specialist role, we intend to meet these standards as far as
practicable and the issue is addressed in the 2006-2007 Annual Policing Plan.
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SECTION 8

OVERVIEW OF PRIORITIES, PERFORMANCE & MEASUREMENTS

8.1 Links between Strategic Priorities, the Nationa

Nuclear Constabulary performance

| Policing Plan and Civil

The Annual Policing Plan gives the top level performance measures that we use to assess our
performance. These measures are derived from more specific measures and indicators that are
reported to individual Police Authority committees and are managed in detail through the
management chain at Constabulary, Unit and Department performance reviews.

Strategic Priority

National Policing
Priority

Our Performance
Indicators

Measurement tools

Protect nuclear
material and facilities
on designated nuclear

licensed sites and in
transit, meeting the
requirements of the

Nuclear Security
Regulator — Office for
Civil Nuclear Security

(OCNS).

The overarching
imperative of
countering terrorist
activity. Public and
operators’ concerns
about security of the
designated nuclear
licensed sites against
the terrorist threat.

Compliance with
regulatory standards.

Enhancement of
security at nuclear
electricity generating
stations.

Exercises and
reviews.

Completion of
planned duties.

Completion of change
programmes to time.

Lessons learned,
delivery of action
plans.

Ensure the
Constabulary is
managed in a way
that gets the best out
of all its resources,
especially staff, and
demonstrates value
for money while
maintaining the
confidence of the
public.

National Policing Plan
requirement to use
the National
Intelligence Model.

Indicators that
determine the health
of the Constabulary in
respect of managing
its assets and its staff

effectively.

Timeliness,
compliance with
budgets, meeting set
standards.

Maintaining and
improving
understanding
between the
Constabulary, its
nuclear customers,
the Public and the
Government including
politicians throughout
the UK.

Citizen focussed
Policing service,
improving
communication
between public,
operators and
regulatory
organisations.

Communication
strategy across all
sites and in line with
measurable
objectives.

External
communication and
feedback.
Regular Regulatory
liaison.

HMIC reports &
feedback.
Monthly Liaison with
site operators.

8.2 Performance achieved and planned

The CNPA Management Statement and Financial Memorandum agreed with the DTI requires the
Police Authority’s three year strategy plan to report on past year performance and forecast next
year’s performance. Within this policing strategy this is taken up by the following links:

Last available report on performance

2006-2007 Annual Policing Plan
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SECTION 9

SUMMARY OF STRATEGIC PRIORITIES & DELIVERY

STRATEGIC PRIORITY 1

Protect nuclear material on civil nuclear
licensed sites and in transit.

Focussing on:

Meeting OCNS requirements
Ensuring effective capability
Effective intelligence

STRATEGIC PRIORITY 2
Making best use of our assets

Focussing on:

People management strategy

Financial transparency & value for money
Risk system

Planning system & measurement

=

N

To deliver an effective and efficient Police Servic
national security requirements for the protection o

STRATEGIC AIM

materials and facilities, and to provide a safe and
environment for the civil nuclear industry

e, complying with
f civil nuclear

secure

—

STRATEGIC PRIORITY 3

Build relationships with stakeholders and
the public.
Focussing on:
Developing a Reassurance Strategy
Developing relationships

needs
Openness and effective communication

Understanding stakeholder perceptions and

—

OPERATIONAL DELIVERY

Reactive and Response Policing
Proactive policing
Partnership policing

Underpinned by:

National Intelligence Model
Partnership working
Community engagement
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Glossary

ANPR Automatic Number Plate Recognition

APA Association of Police Authorities

ACPO Association of Chief Police Officers

CNC Civil Nuclear Constabulary

CNPA Civil Nuclear Police Authority

DNA Deoxyribonucleic Acid

DTI Department of Trade and Industry

HMIC Her Majesty’s Inspectorate of Constabulary

IPCC Independent Police Complaints Commission

IMPACT Information Management, Prioritisation, Anal  ysis, Co-ordination
and Tasking (national programme for police forces)

ISO International Standard Organisation

NDA Nuclear Decommissioning Authority

NDPB Non Departmental Public Body

NIM National Intelligence Model

OECD Organisation of Economic Co-operation & Devel  opment

OCNS Office for Civil Nuclear Security

PDR Performance Development Review

PESTELOE Political, Economical, Social, Technological, Envir ~ onmental,
Legal, Organisational and Ethical

PSAs Public Service Agreements

SCOPE Standing Committee on Police Establishment
SIA Strategic Intelligence Assessment

SPIs Statutory Performance Indicators

Web site links:

www.CNPA.police.uk
www.CNC.police.uk
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